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1 Introduction

Thank you for choosing Proxy Sniffer. You now have a powerful product to perform professional web load tests. The product is easy-to-use and intuitive.
However, for a better understanding of the concepts behind Proxy Sniffer, we suggest that you read this manual.

1.1 Menu and Navigation Overview

e Y o (AT The Proxy Sniffer menu structure is somewhat different
Page Scanner Proxy Session Cutter Analyse
—— Recorder

- = Load Test Men from other applications. Menu options are always
—— ] context-sensitive; that is, only options relevant to the

current operation are displayed. Also, there is no "main
menu" or "main application window" (even though one

- - = / Load Test Result ‘
— of the menus has the title "Main Menu"). That said,
/ / Jv I S\ there are, however, three important menus:

Execute Load Curve Comparison
Load Test SEEELETE Diagrams The Main Menu enables recording of web surfing

sessions with any web browser, as well as the editing of
web surfing sessions and applying functional
enhancements. The sub-menu Generate Load Test

Recorded Wei:

Surfing Session
JL JL Program converts a recorded web surfing session into
aready-to-run load test program.

J /‘
/"URL Details / Generate Load B Detail Statistics
Test Program — % & Diagrams . .
- - ] °p— — The Project Navigator allows the management of
= N=r = : Error Analysis stored web surfing sessions and load test programs.
) i

L

Furthermore, load test programs can be started from
this menu, and the corresponding test results and
measurements are then also available from this menu.

-
.
.
.
-
-
Y A

( Response \
Verification The Analyse Load Test Menu allows the analysis of
- load test results and measurements, including

comparisons of the results of different load test runs.

Of the three central menus described above, only the
"Project Navigator" deals with permanent data; that is,
data persisted to disk. The other two menus, as well as most of all other menus, work only with transient data stored in memory.

The other Proxy Sniffer menus, shown in the figure above, are described below:
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Page Scanner: allows the automatic scanning of entire web sites, including all web pages contained therein i similar to a Web Spider or a Web
Crawler. The result of the scan can be converted directly into a web surfing session, out of which a ready-to-run load test program can be
created. This is a fast and convenient alternative instead of recording web surfing sessions manually using the "Main Menu". However, this option
is suitable only for testing relatively simple web sites. In general, real-world web applications can only be tested using manually recorded web
browser sessions via the "Main Menu".

Var Finder: provides a convenient overview of all CGI and form parameters passed between client and server in a complete web surfing session.
Using this menu, dynamic session parameters such as the .NET VIEWSTATE parameter can be managed with a single mouse-click.

URL Details / Var Handler: "URL Details" displays all recorded details about a URL. The "Var Handler" allows Input Files to be defined with URL
parameter allocations, useful in situations such as logging-in to web applications using different user accounts. The "Var Handler" also allows
many additional load test program options to be dynamically changed; or example, changing the name of the target web application server.

Response Verification: In addition to checking only status HTTP codes during a load test, Proxy Sniffer also checks the received content of
web pages by an automatically applied heuristic algorithm designed to exclude "false positive" results. This menu allows to modify the response
verification algorithm.

Session Cutter: allows one or more recorded web surfing sessions to be combined into a single new web surfing session, using a process
analogous to the splicing of motion picture film. Additionally, this menu allows to import web surfing sessions from external definition files, from
which load test programs can be created.

Execute Load Test: displays the most important statistics during the execution of a load test. Errors can be displayed and analyzed in real-time,
as they occur.

Load Curve Diagrams: displays the performance curve of a web server or web application under load, showing how response time, throughput
and stability behave under various load conditions. The maximum performance capacity of a web server or web application can be determined
using this menu.

Comparison Diagrams: provides a graphical comparison of the response times of the same load test program which was executed at different
times; for example, before and after server tuning activities, allowing the effect of the tuning on response times to be determined.

Detail Statistics & Diagrams: displays in detail all collected measurements related to a single load test. Over 21 different statistics and
diagrams are available.

Error Details: shows the details of all errors occurring during a load test (error snapshots). This menu can be invoked during the load test as well
as after the completion of a load test.

Please note that the above list of menus is not exhaustive. There are many other menus available; for example, menus to export data, generate PDF
reports, control search-, delete- or filter-functionality, and perform configuration of the Proxy Sniffer product itself. In addition, there are menus to enable
and control the execution of load test programs on remote computer systems, including the combination of load test execution systems configured in a
cluster. These menus are all described in this User Guide.
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All menus provide context specific help text, available using the Help Icon. Example:

1+ f]x

=lol
X

oz, Snifter Help - Delete URLs

web Admi

{2 httpi//127.0.0.1:7990/2st artDataR ecordld=1178658830671 - PRX: Delete URLS - Windows Internet Ex

> Help - Wain Index

Delete URLs

Description: allows to delete ane URL - or a selection of URLs.

1+ Delete URLS * from ltem [13 ¥ toltem [ENE>
C Deleteall URLs with & Content Type [imageipes ~] AND HTTP Status Code [2000k =

Fitar: [~ No Binay Dafa (mages ) [~ No 055,45 (Ony HTY

© Host [www prowy-snifierch =| AND Port [&0 =]
© URL Pattern [htip S p chimages_ oif [IEN T — T
Input Fields:
Preview: list of items to delete 1. Delete URLs fradio button)
= | @ from tem: starting item number,

ltemn 13 GET hitpifwnv.prosy-snifrer.chi ullet_ok_red.oif + 200 (0K MAGE/GIF
liern 14 Page #2: Proxy Sniffer: Web Load and Stress Testing Tool

ltern 15 GET hitp:iteniew prosy-shiffer chiindex_en himl ¢ 200 (OK) TEXTHTML
lten 16 Page #3: Proxy Sniffer: Produkt-Features

Hemn 17 GET hitp it prosy-shiffer. chifeatures_de. html 4 200 (OK) TEXTIHTML

© to ltem: ending iterm nurmber.

Mote: included Page Breaks will 2lso be deleted.

2. Delete all URLS with {radio button)

S ERMmANES o & 200 (0K) MAGEIGIF © Cantent Type AND HTTP Status Code: deletes all URLs which are selected |
tern 19 GET hittiiwww. prosy-sniffer.chimages_en/SessionRecardergif + 200 (OK) IMAGEIGIF by & particular content tyne (MIME pe) and are additionally selectad by a
tern 20 GET hitocfhwww. prosy-sniffer.chiimanes_entvarHandlerjng + 200 (OK) MAGELIPEG particular HTTP status code. Only URLS which match to hath selection
liern 21 GET hitp:/iwwew.proxy-sniffer.chimages_eniLevels.gif + 200 (OK) IMAGE/GIF criteria are delated.
[any] content type means that any URLS which have a valid cantent type are
= selected (irespective of the eontent type value, but not URLS which have no
cantent type)

[none] content type means that only URLS with have ho content type are
selected {absence of content type).

-] [any] HTTP status code means that the HTTP status code ofthe URLs is
not cansidered (all HTTP status codes selected)

© Host AND HTTP Port: geletes all URLS which are selected by a particular =

¥ inclucded Page Breaks will alsa be deleted

The following chapters contain a step-by-step guide to using the Proxy Sniffer product.

Brief Instructions if you are in a hurry:

The easiest way to use Proxy Sniffer is to use a Firefox web browser and to download and install the Firefox Recording Extension from
https://www.proxy-sniffer.com/download/PrxRecExtl.xpi  (enter this URL into Firefox)

After that you should start the Proxy Sniffer Console. Then click on the [il icon inside the Firefox Recording Extension and follow the instructions:

£2) Web Load and Stress Testing Tool: Proxy Sniffer - Mozilla Firefox
File Edit Wiew History EBookmarks Tools Help

@ - (v | E nttpe v, prosey-sniffer, com| v o) - . @ :

| Insert m Recording Stopped | O Ttems Add Screenshot

£ web Load and Stress Testing Tool: P...

miss to return back to this userds manual

Donot
We recommend that you read at least chapter 7 completely i inclusive all subchapters (in particular subchapter 7.5) i because the usage of

dynamic variables is a little bit tricky. If you are using an Internet Explorer or a Safari web browser for recording of web surfing sessions you should
also read the next chapter 2.
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2 Recording Web Surfing Sessions without using the Firefox Recoding Extension

Hint: you can skip this chapter 2 if you use a Firefox web browser AND have also installed the 2|x]
Firefox Recording Extension.
. . . . . (o Type Prozey address to use Port

Load tests against web servers or web applications are usually based on recorded web surfing sessions. = - [127.00. BB
This means that you usually first record a web surfing session before you can execute a load test. In - . B
simple cases i when no login is required and no HTML forms need to be submitted i you may gecwrsi [ 17001 7o
alternatively use the Page Scanner tool (described in chapter 12.2) instead of recording a web surfing ETF: | H
session manually. Gopher: | H

Socks: I B I
Recording of web surfing sessions is supported by using any web browser, such as Internet Explorer or I e s mrevsy 2arves For dil v abocaie
Safari. You can use also Firefox without installing the Firefox Recording Extension.

—Exceptions

You must reconfigure your web browser before you will be able to record a web surfing session Ly Do metiuss sy e it e sl stz Easlnning 1 dhe
as described in the Installation and Configuration Guide, chapter 2 (proxy host 127.0.0.1, proxy port E |12?.D.D.1 il
7999 for HTTP and proxy port 7997 for HTTPS, do not use Proxy for 127.0.0.1). -

Use semicolons ( ;) to separate entries,

oK I Zancel |

2.1 Recording the First Web Page

Start a second web browser window

Clear the web browser cache and all cookies 1

Click on the Start Recording icon in the Web Admin GUI in the first web browser window

Hp w NP

Enter the desired start page of the web server or web application in the second web browser window

The first web page should now be recorded. Click on the Refresh Display icon in the right upper corner inside the Web Admin GUI to see if the
recording of the web page was successful. If no data was recorded, you should check the proxy configuration of the web browser.

1 Please note that you must first clear the web browser cache and all cookies every time you start recording a new web surfing session. Chapter 3 in the Installation
and Configuration Guide contains some illustrations about how to clear the web browser cache and all cookies.
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First Web Browser Window i Web Admin GUI

RX: Main Menu - Windows Internet Explorer

T
Qo-

57 Favariten % PRY: Main Menu \

127.0.0.1

i < T A @ 4+ & } ot
5% bioxy s Main Menu ~ : © [
* A Hel vieh Fage  Fersonal Aroject  Load Test Generate  Analyse  Refresh
+ web Admin Professional Edition 3 Tools  Scanner Settings Navigatar  Jobs oad Test Load Tests Display
Recorded ftems: 27 Q [El 15 il &
: Search  Session Starg Sto Reset
Recording State: STARTED Gverall Cutter  Recording Recording Recording

[] Mo Binary Data (Images ..}  [] Mo S8, JS (Only HTML) Mo Cached Data (304)  [] Mo Errors  Host [ Apply Fiter

® 0 [0 [-]O Page #1: Start Page  user's thinktime: 0 seconds 0%
tem Test Offset Position Content Size  Time HTTP Request + HTTP Response Second Web Browser Window i Web Application
1 [1] 000sec (] 207 bytes 782 ms SPGET hitp:hwnw safearsa.com.aw + 301 (Moved Permanenth) TEXT/HTML
% 2 [2 084sec (M | 4554mvtes 1344 ms [0 GET nitpuiwww satearea.com. auwebiguestjsessio {
® 3 [3 233sec [ W ] 201 bvtes 843 ms [ GET hitp:www safearea com awhtmijportietournal
® 4 [4 233sec [ W ] 450bytes 875 ms (3 GET hitoufwww safearsa.com.awhtmipoistannoun
% 5 (6 233sec [ NN | 54013hvtes 2875 ms [H GET httpwenw safearsa com awhtmlfs/barebane js :
x 6 [6] 233sec [ W | 155 bytes 875 ms [3 GET hitpiwww safearea com.auhtmithemesiclassifl 70 Favoriten .' 4 Welcome - safearea.com. au
% I [[ 23sec [ W] E'502hkytes 1'219ms [H GET hitpfwwnw safearsa com awhtmiporalicss jso 7]
% 8 (B 322sec [ W | 293hytes 1235ms [3 GET hitplww safeareacom.auttmithemesiclassl W ——
% 9 [@ 32zsec [ W | BGGhvtes 891 ms [H GET hitpwenw safearsa com awhtmifsiliferayiseric
x1000 Se2sec [ W ]  244byles  750ms BBGET nitpdwny sateares com awntrifhemesicisss] Safe Area ptv Ltd
%11 (1] S4zsec [ T | E'554hytes 1110 ms MGET hitpfwwn safearsa com awhtmiithemesiclassi Fine software.
x12 12 542sec [ W | 177 bytes 782 ms MBIGET hitohwww. safearsa.com awhimithemessclassi
%13 (13 S45sec [ W | 3982hytes 791 ms MIGET hitpfwwnw safearsa com awimageicompany_lo
x14 (14 5d5sec [ W | 330 bytes 785 ms MBIGET hito/hwww. safearsa.com.awhimithemessclassi
<

= l

— Welcome @ Safe Area Pty Ltd.

WWe're the australian distributor of Prosy Sniffer, one ofthe leading web load testing tools. We also pravide support and
senvices surrounding load testing ofwebfapplication servers.

Ji Announcements _| Prepare a load test script for breakfast

Entries

! Prepare a load test script for breakfast?

€ Internet 5 - ®ioow -
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2.2 Recording Subsequent Web Pages

You must insert a page break before the next web page is called. The reason for this is that the local proxy server cannot not recognize when a web

page starts, and when it finishes. The local proxy server only sees singe URL calls, such as requests for HTML data or image files. Adding a page break
manually here is necessary in order to record the session properly.

Use the following strategy during the recording of a web surfing session over several web pages:
1. First plan which URL or hyperlink you will call (and record) next, but don't click on it just yet!

2. Then, insert a page break comment into the Web Admin GUI. Enter a comment describing the expected result of the next recorded web page.

3. Now call the desired URL by clicking on a hyperlink or submitting a form.

Repeat this strategy for each web page that you call during recording. Remember that you must insert the page break before you click on the next
hyperlink or submit the next form.

First Web Browser Window i Web Admin GUI Second Web Browser Window i Web Application
ﬁ PRX: Main Menu - Windows Internet Explorer {= Welcome - safearea.com.au - Windows Internet Explorer

Q Jv |F 127.0.0.1 € T

iip Favoriten | £2 BRo: Main Menu

b

$oe  proxy smire,  Main Menu

H web Admin Professional Edition

5% v

Welcome @ Safe Area Pty Ltd.

The time in seconds near the page break commentistheu s er 6 s ‘ o _ _ _
think time which will be applied during the load test. This is the time Fenien somoumeing loac moing ot wettapmtiaton comtrn o0l e S0 prevc suppertand
which a (human) user needs to study the content of the web page

before clicking on the subsequent page. The percentage value near {/Announcements | [ Prepare a load test script for breakfast

the time is the randomized range of the think time which will be -

calculated new every time, for each user and page-call during the test. Prepare a load test script for breakfast?
This means that concurrent users will not use the same think time. @ et

‘h v Hioow v

Click on the Stop Recording icon in Web Admin after you have finished recording all web pages.
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3 Further Hints for Recording Web Surfing Sessions

3.1.1 Support of Technical Client Programs and Web Services (SOAP and XML Data Communication over HTTP/S)

A web browser is only required in order to use the Web Admin GUI. This means that you can also record web surfing sessions of (non web browser
based) technical client programs which exchange ASCII, SOAP or XML data with the web server by using the HTTP/S protocol. Please note that you
have to configure the proxy settings of the technical client program to record web surfing sessions (proxy host 127.0.0.1, proxy port 7999 for HTTP and

proxy port 7997 for HTTPS). In case if the technical web client uses encrypted HTTPS connections, please take also a look at the Application
Reference Manual, chapter 3.12 CA Root Certificate Export Tool.

Furthermore, as a second option, it is also supported to create manually a text file by using any text editor which contains definitions of SOAP and/or
XML requests. Such a file can then be converted to a web surfing session by using the import functionality of the Session Cutter (see chapter 5).
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3.1.2 Proxy Recorder Settings and GUI Settings (Personal Settings Menu)

£) hitp://127.0.0.1:7990 - PRX: Main Menu - Mozilla Firefox . The APer sonal Sett |tmcgrEf|g‘]ure neform- al | ows
File Edit Misw History Bookmarks Tools  Help H H

o i Mens v 8B % + B O M e based authentlcatlo_n methoo!s_ (NTLM, Kerberos, PKCS_#ll and

7 NEWATT oot sanon e oWl e S oenle g oanie i | PKCS#12 based client certificates) and some SSL options for the

I T aEemeemeean || proxy recorder which may be necessary in order to successfully
record a web surfing session.
Furthermore, cascading the proxy recorder with another (outbound) proxy server of your company is also supported.

% PRX: Personal Settings - Mozilla Firefox @EE Note 1: the credentials for Basic and Digest

£ http:/f127.0.0.1:7990/dfischer jwebadmininterf acejPopupPersonalSettingsiweblst W auth entlcatlon are dlreCtIy requested by the Web

i : N @ % | browser during recoding of a web surfing session.

$* L inife Personal Settings - Proxy Recorder & GUI ﬁ E Refrash Cose ; g 9. ; g i
This means that no special configuration is required

[] Connect to Next Proxy {&] (Proxy Recorder) [] NTLM Authentication [ (Proxy Recorder) for these tWO authentlcatlon methods |nS|de thlS

Next Proxy HTTP Host &, Web Browser Protocol | MTLMw2 w Domain

Next Proxy HTTP Port .i "““(E.’.{}I: Username password menu.

Next Proxy HTTP Cache disabled | vesat rony | i i i i i

Next Proxy HTTPS Host = Gt il T L S Note 2: the authentication credentials entered in this

Next Proxy HITPS Port = e R weecoereee menu can also be transferred into the generated load

Next Proxy Auth Username * e J/ V;e:ii;;:;selsz:z::nﬁull DNS Names) .::n;ﬂ:znzlzlg Addresses and Aliases e test programs Th e al I Ocatl on Of I n d I VI d u al

f eb Server - - 108 [ . .

et Proxy Auih Passwlord credentials per simulated user can be selected

No Next Proxy for Host/Domain Add Web Server Host Name (Full DNS Name) Add i

*Used only for Basic Authentication. For Kerberos Authertication: add Proxy to Kerberos Host Mames | Kerberos Configuration (krb5.confy Additional Settings (krbSLoginModule.conf) Wh en g en eratl n g th e HTTP(S) Load TeSt
Programs (see chapter 8

HTTPS Settings [5] (Proxy Recorder) GUI Settings [5] g ( p )

SSL Version w3 v Time Zone ° ECT: (GMT +1:00) Berlin, Bern, Paris, Madrid, Rom, iWisn v ~ N

SSL Session Cache enabled Number Format * 123'456.00 T h e n We b G U I O p a r t 0 f t h e m e n

SSL Session Cache Timeout |10 min Background Color (hex) # [FFFFFF default time zone, and the default number format,

Enhanced Compatibility Mode ] H :

A= which will be used by the GUI and by the load test
programs.

HTTPS Client Certificate Authentication - PKCS#12 Files [3] (Proxy Recorder)

— e Additionally, also Alert Notifications can be

configured which are send during the execution of a
D HTTPS Client Certificate Authentication - PKCS#11 Device [T (P Recorder) is "vieh Palette Color Picker" has been integrated wi Fign ermission of Morris Desion i i
. I? e‘ - — - am—— (TD:py:;htbﬂPQEll?Mgrrlis [’:es'\(gn :II Rl\jgl‘rls R‘es?ar\}e;.Fs:‘fLII Cé‘é};:ﬂ‘gm andlerr;sMDf uss view HTML source JOb aS Em al IS or aS SMS messag eS (See Chapter
DS Spechclibrany presttwrapper.di ' Only temporarily applied urtil program termination - see helpto change these values permanently 12 . 2)

Device-Specific Library * |siecap11.dll
PN [asees SN0 B T ‘alen Notifications (] | Corfigure Alerts |

*Erter a "simple" file name without path and copy both files manually to

javascript: PopupHelpWwithAnchor('nextProxyConfig
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3.1.2.1 Connect to Next Proxy (Proxy Recorder)
Checkbox in Title: if checked, Proxy Sniffer cascades the proxy recorder with another, "next", outbound proxy server of your company.

Note: to execute a load test through a proxy server, you must also enable the option "Load Test over HTTP(S) Proxy" in the Generate HTTP(S) Load
Test Program menu (see chapter 8).

Input Fields:
e Next Proxy HTTP Host: (DNS) hostname or TCP/IP address of the next proxy server (for unencrypted connections).

e Next Proxy HTTP Port: HTTP TCP/IP port number of the next proxy server (for unencrypted connections).

e Next Proxy HTTP Cache disabled: if checked, request the next proxy server to disable its internal cache.

e Next Proxy HTTPS Host: (DNS) hostname or TCP/IP address of the next proxy server (for encrypted connections).

e Next Proxy HTTPS Port: HTTPS (secure) TCP/IP port number of the next proxy server (for encrypted connections).
¢ Next Proxy Auth Username: basic authentication username, used for proxy authentication on the next proxy server.
e Next Proxy Auth Password: basic authentication password, used for proxy authentication on the next proxy server.

¢ No Next Proxy for Host/Domain: allows you to set a list of hosts, or domain names, for which the proxy settings must not be applied. The
entries must be separated by commas or semicolons.

For Kerberos Authentication against an outbound proxy server: Add additionally the full DNS name of the next proxy server to the host names in the
Kerberos Configuration and set as alias the IP Address or the simple DNS name of the proxy server which is used in the "Next Proxy HTTP/S Host"
input fields. Set the username and the password in the Kerberos configuration. Enable both checkboxes in such a case: "Connect to Next Proxy" as well
as "Kerberos Authentication”. You have also to configure the Kerberos Domain Name and the IP address or the DNS name of the Kerberos KDC (Active
Directory Server) inside the Kerberos configuration file krb5.conf .

3.1.2.2 HTTPS Settings (Proxy Recorder)
Allows you to adjust the HTTPS settings of the proxy recorder (used when recording encrypted network connections).

Input Fields:
e SSL Version: allows you to select the SSL protocol version.

e SSL Session Cache enabled: if checked, enables the SSL session cache (keeping the same SSL session ID over multiple Web pages).
e SSL Session Cache Timeout: lifetime of the SSL sessions within the session cache.
e Enhanced Compatibility Mode: if checked, enables workarounds to support poorly-implemented SSL server libraries.
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e HTTPS Response Timeout: response timeout per HTTPS URL call. If this timeout expires, the corresponding HTTPS URL call will be aborted.

3.1.2.3 HTTPS Client Certificate-based Authentication - PKCS#12 Files (Proxy Recorder)

Allows you to load X509 SSL/TLS client certificates, in PKCS#12 file-format, into the proxy recorder. Because the proxy recorder operates as a "man in

the middle" between the web browser and the web server, the client certificate must be loaded and activated before a web surfing session requiring

such a certificate can be recorded. Not e: 6 nor mal 06 HTTPS sessions do not require client certi
The PKCS#12 file must first be loaded by using the Personal Settings menu. Also ensure that the certificate is active by clicking inside the red bar on
the certificate. The red bar will change to a green check mark when the certificate is properly active.

HTTPS Client Certificate Authentication - N ote: to execute a load test which uses client certificates, you must also enable the option "HTTPS Client

File | Browse... | Certificates" in the Generate HTTP(S) Load Test Program menu (see chapter 8). The allocation of individual client

- \m — certificates per simulated user is supported when generating load test programs.

1% 3 v 000000001.p12

3.1.2.4 HTTPS Client Certificate Authentication - PKCS#11 Device (Proxy Recorder)
Allows to you to use in Proxy Recorder X509 SSL/TLS client certificates which are embedded in PKCS#11 Security Devices (support for HSMs and
smartcards). Not e: 6 normal 06 HTTPS sessions do not require client certificates.

Because the proxy recorder operates as a "man in the middle" between the web browser and the web server, the client certificate must be loaded and

activated before a web surfing session requiring such a certificate can be recorded.

Please read the separate documentation "Using PKCS#11 Security Devices" for further information.
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3.1.2.5 NTLM Authentication (Proxy Recorder)

Checkbox in Title: if checked, enables NTLM authentication against Web servers during recording.

Note: to execute a load test which uses NTLM authentication, you must also enable the option "NTLM Authentication" in the Generate HTTP(S) Load
Test Program menu (see chapter 8). The allocation of individual NTLM accounts per simulated user is supported when generating load test programs.

Input Fields:
e Domain: Windows domain name.

e Username: username of domain account.
e Password: password of domain account.

3.1.2.6 Kerberos Authentication (Proxy Recorder)

Checkbox in Title: if checked, enables Kerberos authentication during recording of web surfing sessions against web servers and against next,
outbound proxy servers.

Note: to execute a load test which uses Kerberos authentication you have additionally to enable the option "Kerberos Authentication" in the Generate
HTTP(S) Load Test Program menu (see chapter 8). The allocation of individual Kerberos accounts per simulated user is supported when generating
load test programs.

Input Fields:
e Username: the username of a domain account.

e Password: the password of a domain account.

e Web Server Host Name (Full DNS Name): Required. In order that a Kerberos authentication can be successfully done against a web server or
against an outbound proxy server, a so named "Kerberos Ticket" first must be issued by a KDC (by an Active Directory Server). However
acquiring such a ticket requires that always the full DNS host name of the web server is transferred to the KDC - even if only an IP address or a
short DNS name (alias) is used for the HTTP/S requests during recording of a web surfing session. Therefore, you have to add all full DNS host
names of all web servers for which Kerberos authentication is required to the Kerberos configuration (Example: "www.domainname.net" is
a full DNS host name, in contrast to "server23" which is only an alias).

e Additional IP Addresses and Aliases: Optional. Allows to configure a list of IP addresses and/or aliases for the corresponding full DNS host
name. The entries in the list must be separated by commas (,) or by semicolons (;). The configured IP addresses and/or aliases can be used
when recording web surfing sessions as well as when executing load tests.
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e Kerberos Configuration (krb5.conf): you must configure inside this file the name of the Kerberos Domain and the DNS name or the IP
address of the KDC server (Active Directory Server). Modifications in this file are immediately applied at runtime which means that no restart
of Proxy Sniffer is required.

e Additional Settings (krb5LoginModule.conf): normally there is no need to make any modifications in this file. This file contains some generic
Kerberos settings. If you modify this file you must restart the Proxy Sniffer GUI (restart the Proxy Sniffer Console).

Additional Requirements for Kerberos Authentication: the Kerberos tickets are acquired by the web clients by using DNS as communication protocol
to the KDC. This means that all computers on which Proxy Sniffer is running (the GUI and the Exec Agents) - and which are using Kerberos - must be
able to open a DNS network connection to the KDC.

This is the only additional requirement. It is not required that the computers are registered as a member of the domain, and it is also not required to
configure any other things inside the operating system. Kerberos authentication against a web server located in a Windows domain is also supported for
all non Windows operating systems like for example Mac OS X, Linux and Solaris.

3.1.2.7 GUI Settings

Input Fields:
e Time Zone: ! allows you to set the default time zone to be used by the load test programs, and by the GUI.

e Number Format: * allows you to set the default decimal gr oupi ng separator character for number s;
e Background Color: allows you to choose your desired background color for all windows.

1 only temporarily applied until program termination - for Windows, Mac OS X and Ubuntu systems: modify the startup settings file prxsniff.dat to

change these values permanently. For other Unix-like systems: set the program arguments -tz and -dgs to the corresponding values (see Application
Reference Manual).
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4 Next Steps after Recording a Web Surfing Session

4.1 Saving the Recorded Web Surfing Session

Proxy Sniffer keeps the entire recorded web surfing session in its transient memory cache.

For this reason, you should save the recorded web surfing session to disk b

y using the Save Session icon inside the Web Admin GUI. All data from the

web surfing session are saved, including all HTTP request- and response-headers, all recorded HTTP content data, and all page break definitions. Any
special session enhancements made by using the Variable Handler (chapter 7.1), or by using the content test configuration menu (chapter 4.2.2), are
also saved. We recommend that you also enter a small comment describing the recorded session.

¥J http://127.0.0.1:7990 - Proxy Sniffer: Save Session - Mozilla Firefox — O] =
»
.
* 200
: - S . © @ R
? B & %4 ) s &« . 344 Proxy Sniffer - H H
. ¥
Hel Wiz b Fage  Personal Froject  Load Test Generate  Analysze Refresh “ : web Admin PrOIECt Na‘”gator l Save Sess“)n Help fefresh Close
=P Tools  Scanner Settings Na\rlator Jobs Load Test Load Tests Display “‘
. .
* . [ MyTests\ || save Recorded Session
Recorded ltems: 27 153 an &K "‘ =
o L h & i St & R Iy Test: il n
Recording State: STOPPED ui?—fm Easlon %coﬂr‘(‘mg Rec;?ging Raceofgi‘ag‘ . yTests Filename: * |Testd1
H “‘ [ seriptExamples Comment: ' |ﬁrsttestsession withaut login|
. ﬁ Trash Project I
Author: |
] NoErrars  Host: |5 apply Fiter |
: ¢ Save
onds +35% H 2 *
H “ ® required: Enter a "simple" filemame, with no path and no file extension.
v * The file extension iz always *.pr«dat. Example: "SurfSession_01"
T = = s 5 e Q‘ recommended: will be displayed as hint in Project Navigator
p://127.0.0.1:7990 - Proxry Sniffer: Project Navigator - Mozilla Firefox =10 x| .
*
i . . . NN o *
E" w:;gg;lfze” PI'O]ECt Na\"gator Setup Né:%rk Jobs AnEESE Refresh Cﬁe Q‘ Saved ;I
Q‘ Sessions
C:Programme ProxySniffer MyTests |j D @ ”
File Test01.prxdat saved "
£ wyTests File % &5 [l Size Modified <7 2 BEEEE | o
[ seriptExamples — ] ‘
Tl Trash _ H
T B N R
- [ Q|
| 3

| Done

ed sessions can be restored by clicking on the "Load Session" icon E inside the Project Mavigator

After saving the session, the Project Navigator menu appears. You
can later restore the web surfing session by clicking on the
B icon of a saved session inside the Project Navigator.
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4.2 Reviewing the Recorded Web Surfing Session
After you have recorded a web surfing session, you should review the results by checking the following:
1. Does the recorded session contain only URL calls to the web server(s) you want to test?
2. Has the automatically-applied content test check for the recorded web pages been correctly configured?

4.2.1 Reviewing the Stressed Web Servers

Some of the recorded web pages may contain, embedded in them, images with a size of 1x1 pixels originating from an external web session-tracking
server. Or i if you have recorded an encrypted HTTPS session i Microsoft Internet Explorer may have first made a call to a server at Microsoft
corporation to check the validity of the root certificates, instead of directly calling the web server whose web session is being recorded. In order to not
stress external tracking servers and/or Microsoft servers, we recommend that you remove these URL from the recorded web surfing session.

You should also review the host names, or the IP addresses, of all recorded URLSs. If you find some unnecessary or unwanted hosts, you should remove
such URLSs by clicking on the red cross near the item number at the left side of the URL. Alternatively, you can use the host field of the URL filter to
suppress any unwanted URL. You canenteralsoan e x c |l amat i dront ofrem unkvanfed hdbstnanme to achieve that all URLs from this host are
suppressed. Additionally, several host names can be entered, separated by commas.

Fitter: [] Mo Binary Data {mages ) [ Mo £35S, JS (Only HTML) Ma Cached Data (304) Mo Errars  Host:

k0 [0] [-1E3 Page #1: Start Page  user's think time: 0 seconds +0%

ltem Test Offset Position Content Size Time HTTP Request + HTTP Response

% 1 [ 0.00sec | 104B3 bytes 422 ms 8 ceT hitpc oo prowy-sniffer.del + 200 {0k TEAT/IHTML

® 2 [2 053sec [ [ | 5583 ytes 172ms (B GET hittp: ihwnane prosy-shniffer defformat ces 4 200 (OK) TEXTICSS

% 3 [3] 053sec [N | B'847 bytes 313 ms [ cer hitp:itwnana. google-analytics comiurchinjs 4 200 (OK) TEXTUAVASCRIPT

® 4 [4] 072sec [ | | 44 tytes 172 ms i GET Futtp:s prow-shiffer.de. Qif 4= 200 (0K IMAGEIGIF

® 5 [6 072sec [ [ | 88 bytes 203 ms W@ GET hitpu roy-codgged elarroyy fed 1 2H9.oif + 200 (0K IMAGEIGIF

x B [B 073sec [ W | 22128hytes 672ms BIGET htnuiproo-cni s en/fereenShotClusterPreviewipg + 200 (OK) IMAGEPES
® 7 [ 073sec [ | 5925hytes 297 ms 0 GET httpiwaady i enftemsa.gif + 200 (OK) IMAGEIGIF

% 8 [B 077sec [ | 19774mytes  515ms 0 GET httodiorg-snifier d8limanes enBereenShotRealimePreviewsipg 4+ 200 (0K) IMAGENPES
% 9 [9] 073sec [ B | 70B3hytes 500ms @GET hitninrde-sniter delimaces en/fereenShottebAdmind Preview.oif 4 200 (0K) IMAGEIGIF
€10 [10] 077sec [ DN | 9977 kytes 1531 ms @ GET hitpdiprgy-snifier.defimages en/fereenShotFinalResultPreview.oif + 200 (OK) IMAGEIGIF
11 (1] 089sec [ N | 35 bvtes 218 ms EGET http:IMw!w.prow—snifrer.deIDDDDDU.qif + 200 (0K IMAGEIGIF

€12 [12f 089sec [ W | 26027 bytes 437 ms I GET hitpfwwwproxy-sniffer.defimanes en/ReportZebrad.ail + 200 (0K) IMAGE/GIF

x13M13 004sec [ W ] 67 ytes 219 mgJiil g caniffer daibllat ol ko o QOLiCka ht

#1514 1.11 sec | | | ] I8 ytes 172 m i GET bttt iteeeewy qoogle-analtics cormd ot gif? utriwee=1 3&0tmn=71 4621 SR8 &Utmcs=S0- B8 558-1 &utrmsr=192( I
Total: 5.83 sec 114072 hytes T HReqUests , T9.57 Kbylesise
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4.2.2 Reviewing the Automatically-Applied Content Test

Avoid executing load tests without controlling the received content of URL calls by comparing them to the originally recorded data. Many errors from web
server applications are embedded inside valid HTTP 200 responses. Therefore, the content of the responses must be also be checked to detect content
errors under load. For this reason, Proxy Sniffer examines the content of all recorded URL calls, and automatically applies a content check per each
URL call using a heuristic algorithm. This algorithm performs content checks by searching for an ASCII-text string inside the received content; however,
if this seems to be impossible, or if this doesn't seem to make sense, the received content is checked by its size (content length) instead of by searching

an ASCII-text string.

After clicking on the View icon inside the Web Admin GUI main menu, the display of the recorded web surfing session changes, and the automatically
applied content test methods are displayed for the URL calls at right. Binary data, such as images, are checked by their size - this is fast and works well
in most cases. You should always review content tests where an ASCII text fragment is searched for inside HTML data (web pages), and check whether
the pre-configured search text makes sense.

Fitter: [ ] Mo Binary Data dmages .) [ Mo GSS, JS (Only HTML) Mo Gached Data (304) [ MoErrors  Host :
® 0 [0] []Page #1:Web Load and Stress Testing Tool: Proxy Sniffer user's think tirme: 5 seconds +35% e’
ltem Test HTTP Request + HTTP Response i L

® 1 M [l GET hitpi1 92 16.4.50 + 200 TEXT/HTML I X, "professional web load tests and web stress tests" I

X 2 [ |3 GET hitpai1 92 .16.4 Sffarmat css € 200 TEXTICES [size £ 5%] 2'970 hytes [nofailure action]

% 3 [3] KBIGET hitpil 921 6.4 50005000 + 200 IMAGEIGIF R [size £ 5%)] 43 bytes [no failure action]

® 4 [4 i GET hitp:i1 892 16 4 SflagGerman.gif £ 200 IMAGEGIF R [size £ 5%] 174 bytes [no failure action]

® 5 [49 i GET hitpii1 92 16.4 SflagEngland.qif + 200 IMAGEIGIF R, [size £ 5%] 1'220 bytes [no failure adtion]

® 6 [6] i GET hitpoi192.16.4 Sarrove red 12x8.gif + 200 IMAGEIGIF < [size + %] 88 bytes [no failure actiof]

® I [ ﬁGEThﬁn:.fHQQJEA.SIndf icon 16x16.0if ¢ 200 IMAGEIGIF 9 [size £ 5%] 287 bytes [no failure actipn]

® 8 [3 ﬁGEThﬁp:m92.15.4.519creenshuts 1 poif + 200 IMAGEIGIF & [size + 5%] 7909 bytes [no failure agtion]

® 8 [4 ﬁGEThﬁp:m92.15.4.519creenshuts 3 poif + 200 IMAGEIGIF & [size + 5%] T'603 bytes [no failure agiion] m

® 10 [0 i GET hittp:182 16,4 6/screenshaots 7 p.oif + 200 IMAGENGIF & [size + 5%] 6'481 ytes [no failure adiion)]

® 11 [11] ﬁGEThttp:m92.16.4.SIscreenShuts 9 pogif + 200 IMAGEIGIF & [size + 5%] 21'831 bytes [no failure Jction]

%12 [12] W8 GET hitpyi1 92.16.4.5/bullet circle.qif + 200 IMAGE/GIF @&, [size £ 5%] 161 ytes [no failure action]

®13 [13] i@ GET hittpe192.16.4. 5fresponsetirne. if += 200 IMAGEIGIF &, [size £ 5%] 32'050 hytes [no failure action)]

%14 [14] #8GET hitpJi 92.16.4.5evels enjpy + 200 IMAGEPEG &, [size £ 5%] 41'901 bytes [no failure action]

® 14 [14] [-] Page #2: Web Load and Stress Testing Tool: Proxy Sniffer... us think time: 5 seconds +35%

ltem Test HTTP Request + HTTP Response i Il

%16 [16] [3 GET hitpJ192.16.4 Sipurchase enhtrml + 200 TEXTIHTM "The nurmker ofvitual users is counted lacally on the Exec Agent’

%17 [17] MGET hitp:ii192.16.4.5/5tarterPackage.qif + 200 IMAGENSIF [size + 5%] 15254 hytes [ho failure action] 3

The content test configuration can be modified by clicking on the magnifier icon.
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During the execution of a load test program, the HTTP response code and the received MIME type of each URL call is always compared with the
originally-recorded response from the web surfing session (if not disabled manually). The response verification menu allows the specification of how
received content is to be tested:

%) PRX: Response Verification & Failure Action for Item 16 / Test Index [16] - Mozilla Firefox X DI Sable Content Verlfl Ca.ti on.: the received content
: hktpiff127.0.0,1: 7990 dfischer fwebadmininterfacefPopupMadifyContent TestWeblet Fid=1253745546 75 1 BdisplayIndex=16&calledFromMainRecorder Iframe=1 W|” not be Checked Norma”y thls Optlon Should not
f mowcnfer  HTTP Response Verification & Failure Action for Item 16 / Test Index [16] e % | Dbeused
Item 16 on Page #2: Web Load and Stress Testing Tool: Proxy Sniffer... =y GET hitp:/192.16.4.5/purchase_en.html ‘ Verlfy Content by Size: only the size of the content

200 toby TEXTHTRE oi e ol is checked. This is a good, fast approach for
Verify HTTP Status Code | 200 OK ~ OR + | [] Approve secandary status code far all URLS with same primary status code Completely Sta‘[ic Content SUCh as imagesl You may
Verify Content-Type | TEXT/HTML ["] Disable Content-Type Verification far all URLS with with content type  tesdihtrml v also Set an aCCGptab|e Slze derlvatlon Of +0% If the
C | Disable Content Verification [] Disable content verification for all URLS with HTTP status code| 200 0K+ | AND contenttype | textihtml v content never changes.
() Verify Content by Size [] Apply + size deviation forall LURLs with HTTP status code| 200 0K+ | AND contenttype | testiitm v Verlfy Content by Test String: a test String iS
size: [38274 Bres @ Devialion: [£5% v searched for inside the received content. This is the

best method for testing dynamically-generated

 [WVerify Content by Tex ing Annly new verilcation- 4 far a with same (old) vetification-string DisplayWeb Page X
shi = HTML pages. If the content contains HTML or XML
text, the Proxy Sniffer program analyses the
Quality String = recorded content, and gives rated suggestions (0..1)
1.00 v The number of virtual users is counted locally an the Exec Agent . . .
1.00 = Eachvirtual user emulates a own web browser in such a way that a web application can not see fOI’ adV|Sab|e Stl’lng fragmentS A|tematlve|y, yOU Can
100 = hop to purch t . .
1.00 — U?wtgzz zispuour; Eoﬁsi\r’;?:maeizi?; r:;\ong awalid upgrade + bug fix option remains withaut enter your own deSII’ed test Strlng .
096 — overall concurrently executed Inad tests jobs - irrespective of whether the Inad test jobs are
095 = wrieh antane adltonainow o elonaltics A of ot Costomerowho have A vl In addition to searching for the occurrence of a
036~ Depencing on you fconse, an Exes Agent it e nurmset oviualseots. a simple text string inside the received response
< > content of an URL call, the following special search
patterns are Supported:
Failure Action [ | Abort Loop == Mext Loap | |[] Apply farall URLS with HTTP status code’ 200 0K~ | AND cantent type | textitrl v
: : : I[<search text>]
Reset Settings (3) for this URL () forall URLS with HTTP status code | [— any—] v | AND contenttype | [— any—] v

The search text must not occur inside the received
content.

#<int>[<search text>]

Done

The search text must occur exactly <int> times inside the received content.

#<int>-[<search text>]
The search text must occur a minimum of <int> times inside the received content.

#<intl>-<int2>[<search text>]
The search text must occur a minimum of <int1> times, but not more than <int2> times, inside the received content.
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Search Text Examples:

hello The search text "hello" must occur at least once inside the received content

I[ORA-01652] The search text "ORA-01652" must not occur inside the received content

#1[Dear Mr.] The search text "Dear Mr." must occur exactly one time inside the received content

#1-2[Order Number] The search text "Order Number" must occur a minimum of one time and a maximum of two times inside the received content
#3-[new order] The search text "new order" must occur a minimum of three times inside the received content

Note: one or more variable text patterns in the form of ${<variable name>} are supported as a part of the search text; for example:
ANelcome ${sex} {$name}ad More information about variables can be found in chapter 7.1.

Failure Action:
The Failure Action determines what happens in case the URL call fails.

o Abort Loop >> Next Loop means that the current loop (repetition of web surfing session) of the simulated user is aborted and that the
simulated user executes subsequent to that the next loop (if more loops per user are planned, or if the duration of the load test is not exceeded).
Such failures are also named fatal errors.

¢ None - Continue Loop means that the simulated user continues to execute the current loop (repetition of web surfing session). Such failures
are also named non-fatal errors. This option should only be used if no variables have to be extracted from the response of the URL call - or in
other words - only if the succeeding URL calls do not depend on the response of this URL.

Reset Settings:

By clicking on the Apply Default Settings button at the bottom of the window you can undo your changes and the default settings are reapplied.

© 2012, 2013 Ingenieurbiro David Fischer AG, Switzerland All Rights Reserved Page 22 /171



Apica ProxySniffer V5.0 U s e 1Gaide English Edition

4.2.3 Configuring Parallel or Serial URL Execution with Web Pages

This function allows to configure the Runtime Execution Behavior (serial or parallel execution order) for one URL, or for a group of URLSs, or for all URLs
T which will be applied per simulated user during the execution of the load test.

Normally the first URL of a standard Web page should always be executed serial - analog to the behavior of a normal Web browser. Additionally, any
redirects located at the start of a Web page should also be executed serial. Subsequently following URLs of a Web page such as images can then be
executed in parallel. The synchronization point for all in parallel executed URLSs is always at the end of the page.

) PRX: Main Menu - Mozilla Firefox
File Edit ‘Wiew History Bookmarks  Tools  Help

J @ PR Main Menu I + |
127.0,0.1:7990 c||g- Pl G- & 4~
- - H H

Aplca Maln Menu E I;i P ﬁ | P‘% L g G ﬁ;‘]} .l'-'l.l'||]|i R:ﬂh

H ) ure el age ersona roject  Load Test enerate alyse Refresl
ProxySniffer Web Admin W5.0-K Help Claud Tonls Scal?ner Settings Na\rijgator Jobs Load Test Load Tests Dizplay

e Recorded lterms: 120 Q [E 0e {0 &3

=f i i o 5i h  Sessi Start £t Reset
| | 4 o | Set. | £33% b’ | [ Insert ] E :tﬁ::ascr I Recording State: STOPPED D%r?arlgll Eusgtlgrn Recoan:ling Recolqging Receoiging

Rtter: [ | Mo Binary Data (mages .0 [ ] Mo ©SS, )5 (Only HTML) Mo Cached Data ¢304) [ ] Mo Errors  Haost: | [ Apply Fitter Ee &n E E

¥ 33 [3 [=]1 3 Page #4: Proxy Sniffer: License and Price Infformation  User's think time: 0 seconds +35% MWax acceptable response time: -—— ms 2
tem sy E (Bfset Position Content Size  Time HTTP Request + HTTP Response

® 34 g o@osec NN | 1073%bytes  14ms [0 GET hitnif 92.16.4. 5/purchase enhtml + 200 (OK) TEXTHTML

¥ 35 B 081 sec | I:l 14'583 bytes 1 ms &BGET hitpeirt 921 6.4 8/5tandardlicense.dif ¢ 200 (0k) IMAGEIGIF =
® 36 P OB sec | [ 1 200583 ytes Oms WBGET hitpedi1 92 16.4. 80macloudlicenseEC2 . gif + 200 (0K} IMAGEGIF

® 37 [2N P W1 sec | W 19480 bytes 1 ms KBGET hitnJi 92.16.4.5ws DevPayLicenseEC2 gif + 200 00K IMAGEIGIF

¥ 28 [ P 002 sec | B 16751 bytes 1 ms KBGET hitnJ92.16.4.5lec 2L oadTestHintl aif 4+ 200 [0k IMAGENGIF

Total: 0.02 sec 83132 hytes 5 Requests , 4890.12 Kintes/sec

¥ 39 [39] [-13 Page #5: Proxy Sniffer EC2 - Stress Test your Web Applic... User's thinktime: 0 seconds +35% Max acceptable response time: —- ms

£
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%) PRX: Serial/Parallel Runtime Execution - Mozilla Firefox

127.0.0,1: 7290 dfischer fwebadmininterf ace/PopupManageConcurrencyWeblet?dataR ecordld=1 340398027575

Apica . : . .
ProxySniffer Item 35: Configure Serial/Parallel Runtime Execution

O-
< @ R

Hel Refrezh Close

ftem 35 on Page #4: Proxy Sniffer: License and Price Information = GET http:/1192.16.4.5/Standar dLicense.qif
4= 200 (OK) "IMAGE/GIF" (15'583 bytes)

URL 35 Runtime Execution Behavior:
() Serial Execution
(&) Parallel Execution

[ Disallow Aute-Configuration far this URL (protect fram automatic maodification)

[] Apply for all URLS with HTTP status code | 200 Ok » | AND response content type | imagefoif L4

URL 35: Vlar Handler Overview
Assigned Vars: [none]
Extracted Vars: [none]

Session-Wide Settings:

Reset Configure Serial Runtime Execution forall URLs, and allow Auto-Configuration [ Reset: All Serial ] SESS'D"'_“ME ST
Total Serial Executed URLs: |18
Apply Auto-Configuration for Parallel URL Runtime Execution / Auto-Configure Parallel Execution ] Total Parallel Executed URLs: |32

Total Mumber of Fages: 149

General Load Test Configuration:

Max. Parallel Threads per User;| 6 {recommended) s Apply

Note that you should invoke the Auto-Configuration after all definitions of variables
have already been made, just before generating the load test program. For that reason
you can invoke the Auto-Configuration also from the Generate HTTP(S) Load Test

Program menu:
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It might be necessary to consider variables which
are assigned or extracted to or from URLSs,
meaning that a variable cannot be extracted from
a parallel executed URL and then assigned to
another succeeding URL which is also executed
in parallel on the same page. Therefore to avoid
unexpected runtime errors during a load test we
recommend that you always use the Auto-
Configuration for Parallel URL Runtime
Execution, which considers almost all aspects.

In principle you can configure the Runtime
Execution Behavior for each URL separately.
However, such a manual configuration may be
overwritten when you invoke later the Auto-
Configuration. To avoid this behavior you can
protect a manual configured URL by enabling the
checkbox "Disallow Auto-Configuration for
this URL". The configuration for protected URLs
is shown in the Main Menu in bold letters.
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